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3AT'AJIBHI ITOJIOKEHHSA

[HCeTpyKIisS MO0 MOPSIKY TeHepalii KIOYOBHX JaHMX 1 IMOBOJKEHHS 3 KIFOUOBUMHU
nokymentamu UA.32436187.00001-01 91 02 (mani — [HcTpykiisi) po3pobieHa BiAMOBIIHO 10 BUMOT
«ITonmoxxeHHs PO MOPSIIOK PO3POOICHHS, BAPOOHUIITBA Ta EKCIUTyaTarlii 3aco0iB KpunTorpagiyHoro
3axHCTy», 3aTBeppKeHoro HakazoM Anminictpauii [epskemen3s’sizky Big 20.07.2007 Ne 141,
3apeecTpoBaHuM B Minictepcetsi roctumii Ykpainu 20.07.2007 3a Ne 862/14129 (31 3Minamu).

s IucTpykimiss BHU3HAYa€ BHMOTH Ta TOPSAJOK TEHEpalii KIIOUOBUX JaHUX
1 moBomkeHHs  (oOmiky,  30epiraHHs,  3HHUIICHHSA) 3  KIOYOBUMH  JIOKyMEHTaMH
3aco0y kpunrorpadiunoro 3axucry indopmarii Kimrou enexrponauit DIAMOND (mani — Bupi0).

Bupi® npusHaueHud 1Ia 3aXHCTY BIAKpUTOI Ta KOHpiAeHIiHOT iHpopMalii Bia 3arpos
MOPYIICHHS 11 IMITICHOCTI, KOH(DIIEHIIIHHOCTI, aBTEHTUYHOCTI Ta HECIIPOCTOBHOCTI, SIKA HAIXOIHTh,
30epiraeThcs Ta 0OPOOIIOETHCS B CHCTEMaxX 00poOJIeHHS iHpopMariii.

Bupi6 Moxe OyTH BUKOpPHUCTaHHIA JJIs1 KpUOTOrpadiqHOro 3axXucTy iHdopMariii 3 00MexeHuM
nocTynoM (KpiM iH(opmaltiii, 1110 CTAHOBUTH JI€P>KaBHY TAEMHHUIIIO) Ta BIAKPUTOI iHPOpMaIlii, BUMOra
I0/I0 3aXUCTY SIKO1 BCTAHOBJICHA 3aKOHOM.

Bupi6 moxe OyTy BUKOPUCTaHUI B SIKOCTI 3acO0y KBali(hikOBAHOTO €IEKTPOHHOIO MiJIMUCY
YH [I€YaTKHU IS HAJJAaHHS €JIEKTPOHHUX JIOBIPYMX TTOCIIYT.

B Inctpykuii onucani:

— KJIIOYOBI JjaHi, 10 BUKOPHCTOBYIOTHCS Y Bupooi;

— TEpMiHH Aii Ta mMapaMeTpH KIOYOBUX JaHUX;

— TOPSAOK reHepaltii Ta 30epiraHHs KIIFOYOBUX JIaHUX;

— TIOPSAJIOK BUKOPHUCTaHHS KIFOYOBUX JaHUX;

— TIOPSAJIOK 3HHIEHHS KIFOYOBUX JaHUX.

Hopmu ganoi [HeTpykiii € 000B’13K0BUMHU IS YCIX KOpUCTYBadiB BupoOy.

Oco6u, BUHHI B MOPYIIEHHI BUMOT 1i€i [HCTpyKIil, 3a7€KHO BiJ HACHiAKIB, MPUTATYIOTbCS
IO BIAMMOBIZAJIEHOCTI BIAIIOBIAHO 10 YMHHOI'O 3aKOHOIaBCTBA.
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1. KIIIOYOBI JAHI, IO BUKOPUCTOBYIOTHCA Y BUPOBI

Y Bupo6i BUKOPUCTOBYIOTHCS HACTYITHI KITFOUOBI JIaH1:

—  JKE misa 'OCT 34.311-95;

— ocobwucri Ta Binkpuri kimodi anroputmy JCTY 4145-2002;

— 0co0HCTI Ta BIIKpUTI KITtovi anroputmy RSA,

— ocobwucri Ta Binkpuri kol anroputmy ECDSA;

— oco0HCTI Ta BIAKPUTI KIIOYI NPOTOKONMY po3noxiny kimouiB [ihpdi-I'ennmvana Ha
SMNTUYHIN KPUBIH;

— Ta€eMHI Ta C€aHCOBI (pa30Bi) KJIFOUi, HENHIWHI TAOIHII 3aMiHU IS AIITOPUTMY OJIOKOBOTO
cumerpuyHoro muppysanus JJCTY 7624:2014.

— TaeMHI Ta ceaHCOBi (pa3oBl) KIIOYl [JS aJIrOPUTMY OJIOKOBOTO CHMETPUYHOIO
mdpyBanus AES;

— TaeMHI Ta CeaHCOBi (pa3oBi) KIIOYI JUIS QITOPUTMY OJIOKOBOTO CHMETPHUYHOTO
mdpysanns ACTY I'OCT 28147:2009;

— J0BrocTpokoBuii kimtouoBuii ememeHT (mam — JIKE) anroputmy GiokoBoro

cumerpuynoro mudpyBanna JCTY T'OCT 28147:2009 Ta anroputmy IelIyBaHHS
I'OCT 34.311-95.
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2. TEPMIHU JII TA TAPAMETPH KJIIOUOBUX JAHUX
2.1. Tepminu aii KIHOYOBUX TAHUX

MaxkcuManbHHUIA TepMiH JIii KIF0YOBUX AaHUX (0COOMCTHX Ta BIAKpUTUX KIt0YiB) — 10 pokiB.

[Toyarok Ta 3aBepIICHHS TEPMiHY il KIIOUOBHMX IAaHUX 3a3HAYAIOTHCS y BiANOBIIHOMY
ceptudikaTi Bigkpuroro kiaro4a. CTpoK YMHHOCTI caMoro cepTudikaTa (BiAKpUTHX KIIIOYIB) TaAKOXK
3a3HAYAETHCS Y OKpeMoMy 1ol cepTudikata. CTpoK YMHHOCTI cepTHdiKaTa He MOXKE TIEPEBUIIYBATH
TEpMiH J1ii 0COOUCTOrO KiIroya.

2.2. IlapaMeTpu KJIHOYOBUX JAHUX

2.2.1. IlapameTpom kimoyoBux nanux anroputmis JACTY 4145-2002, ECDSA Tta npotokoiy
posnoniny kimtouiB [iddi-I'ennmana Ha eminTuuHii KpuBiii € eminTUuHa KpuBa. Bupié mae
3a3/aierilb BU3HAYCHUH TMEpeNik MiATPUMYBAaHHX EIMINTHYHUX KPUBUX, SKUH HE MOXe OyTH
3MiHeHUH kopucTyBadeM. [1iATpUMyIOTBCSI HACTYIIHI TapaMeTpHu:

— s anroputmy JACTY 4145-2002: eninTuyHi KpuBi B HOJiHOMianbHOMY Oa3uci Hax

po3mmpenum mosiem BuzHadeHi y JICTY 4145-2002 Jlomarok I' 3 m=257, m=307, m=367
Ta m=431;

— s anroputmy ECDSA: enintuyni kpuBi Haj mpoctuM nosieM P-256, P-384, P-521, nan
posmmpenum nonem K-233, B-233, K-283, B-283, K-409, B-409, K-571, B-571
BuzHaueH1 y NIST FIPS 186-4 Jlomatox D.

— mpoTokoiy po3noniry kirodiB Hiddi-I'emnmana Ha eninTU4HIA KpUBiii: BCi 0 HaBeIEHI
y nepeniky s anroputMi JICTY 4145-2002 ta ECDSA.

KopucTtyBau Mae BUOpaTH eNiNTHYHY KPUBY MPH T'eHepallii KJIF0YOBOT HapH AJs aJrOpUTMIB
JCTY 4145-2002, ECDSA, mportokoiy po3noainy kirouiB Hipdi-I'ennmana Ha eninTHUHIN KpUBiK
BUXOJITYM 3 HEOOX1THOTO PIBHS CTIHKOCTI.

2.2.2. [lapameTpoM KITFOYOBUX JNaHHUX alroputMy RSA € noBxkuHa kiroda. Bupi6 minrpumye
HacTynHi AoBxHHHU Kitoya RSA: 2048, 3072 Ta 4096 6it. KopuctyBau Mae BUOpaTH JOBXKHUHY KITFOYa
RSA npu rerepartii Ki1t090B0O1 apyu BUXOSUM 3 HEOOX1THOTO PiBHS CTIHKOCTI.

2.2.3. [lapameTpamMi  KJIIOYOBHUX JIAHMX JJIsI  alIrOPUTMY OJIOKOBOIO CHUMETPHUYHOIO
mndpysanHsa JACTY 7624:2014 € nosxkuHa 010Ky mHQpy, TOBXKHUHA KIt0Ya Ta HEIIHINHI TaOnuii
3aMiHu. [TinTpuMyrOThCS HACTYITHI KOMOIHAIT JOBXKHUHHU OJIOKY IM(PY Ta JOBKUHU KiTtoya (B OiTax):
128-128, 128-256, 256-256, 256-512, 512-512.

Heniniitni Tabnuni 3amiau i anroputmy JACTY 7624:2014 BukopucToByroThes 3 JlonaTky
A JICTY 7624:2014. BukopuCTaHHS IHIIMX HENIHIHHUX TaONUIb 3aMiHA IS AITOPUTMY
JACTY 7624:2014 moxuBe BUKIIOYHO 32 OKPEMHM TOTOKEHHSIM JlepKCIel3B’ I3Ky.

2.2.4. [lapameTpoM KIIIOYOBUX JAaHUX Ui alNrOpPUTMY OJOKOBOTO CHMETPHYHOTO
mmdpysanns JICTY I'OCT 28147:2009 € nosroctpokoBuii kimodoBuit enemeHT (AKE). ¥ Bupo0i
BukopuctoByetbest JIKE Ne 1 3 [lonatky 1 1o «IHCTpyK1Iii o MOPSIIOK MOCTa4aHHs 1 BUKOPUCTAHHS
KITIOYIB J10 3aC001B KpUITOrpadiuHoro 3axucty iHpopmalii», 3aTBep/pkeHol Haka3oM AIMiHICTparii
Hepxcneus3s’sizky Bia 12.06.2007 Ne 114, 3apeectpoBanuM B MiHicTepcTBl focTulii YKpaiHu
25.06.2007 3a Ne 729/13996 (nani — Incrpykuis-114). Jns anroputmy remryBanus 3a OCT 34.311-
95 BukopuctoByethes JIKE Ne 1 3 [nctpykmii-114. Bukopucranns inmmx JIKE moxxnmBe 3a okpemum
MOTO/DKEHHAM JlepKernen3B’ 3Ky a00 BUKJIIOUHO Ul PO3LIM(PYBAHHS/MEPEBIPKU MIJNUCY BXKE
ICHYIOUMX JIaHHUX Yy pa3il SKIIO TaKHil BKa3aHO B MapaMerpax MiJmucaHoro adbo 3amudpoBaHOro
JOKYMEHTY a00 y CKJajli cepThudikary.

2.2.5. [TapameTpoM KJIIOYOBUX JAaHUX [UII  QITOPUTMY OJOKOBOTO CHUMETPHUYHOTO
mmdpysanus AES e norxuna kiroda. [linTpuMyroThest HACTYIHI JOBXUHU Kiova: 128, 192 ta 256
O1T.
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3. HOPAJOK T'EHEPAIIIL, 3EEPITAHHS TA
SHUIIEHHSA KJIIOYOBUX JAHUX

Ocobucti K104 Ta BIAKPUTI KIIIOYi, TAEMHI K04l OJIOKOBHX CHMETPUYHUX MIHQPIB
TEHEPYIOThCS Ta 3HUIIYIOTHCS KOPHUCTyBadaMH 3a JOIMOMOIOK BOymoBaHuUX y Bupi® 3aco0iB 3
BUKOPHUCTaHHSAM IPOTPAMHOr0 3a0e3MeueHHs 3 KOMIUIEKTY nocTaBku BupoOy 3riqHo HacranoBu
1010 EKCITyaTyBaHHS.

3reHepoBaHi OCOOMCTI Ta TAEMHI KJIIOUi aBTOMAaTHYHO 3aMMCYIOTHCS y 3aXUIIEHY BOYOBaHY
nam'atb BupoOy.

3reHepoBaHi BIJKPHUTI KOl BKIIOYAIOTHCA A0 CKIIAY 3aIUTY Ha (hopMyBaHHS cepTU(iIKaTy
Bigkputux (Certificate Signing Request, CSR).

Ceancosi (pa3oBi) kiroui, mpu3HaveHi s mmdpyBanHs gaHux, s anroputmis ACTY
7624:2014, ICTY T'OCT 28147:2009 ta AES reHepytoTbcs aBTOMaTHMYHO IITATHUMHU 3aco0aMu
BupoOy npu 3ammpyBaHH1 BIAMOBIAHAX JAaHUX Ta 30€piraloThCs pa3oM i3 3amuppoBaHIMH JaHAMU
y 3au(poBaHOMY Ha KIIOYl, OTPUMAHOMY IiJl Yac BMKOHAHHS HPOTOKOJY PO3MOALTY KIIIOUIB,
BUTJIISAI.

[Ipu reneparnii 0COOMCTHX Ta TAEMHUX KJIIOYIB KOPUCTyBaul MOBUHHI iX reHepyBaTH 0e3
MOJKJIMBOCTI €KCHOpTy 3 BupoOy 3a BUKIIOUEHHSM TEXHOJOTIYHOI HEOOXITHOCTi, HAIPHUKIIA,
HEOOX1HOCTI CTBOPEHHS Pe3ePBHUX KON, BUKITIOUHUH MTepenik KIr04iB, sSIKi T03BOJICHO TeHepyBaTH
3 MOXIJIMBICTIO €KCTIOPTY, Ma€ OyTH BCTAHOBJICHHMI HaKa30M KEpiBHUKA OpraHi3allii, o eKCIuTyaTye
Bupi6. BukopucroByBatu i poOOTH KIFOU1 3 MOKIIMBICTIO €KCIIOPTa 3a00POHEHO.

SIKmo € HeoOXiTHICTh CTBOPEHHS PE3ePBHUX KOMIH OCOOMCTHX Ta TAEMHHUX KIIFOYiB
PEKOMEHYEThCS iX CTBOPIOBATU HACTYITHUM YMHOM (BCi pOOOTH BUKOHYBATH Ha BIJOKpEMJICHIH Bij
Mepexk 00MiHy 1aHuMu EOM 3 uncToro onepaiiiHo CUCTEMOIO):

1) sreHepyBaTu HEOOXiTHHI KITFOY 3 MOKJIMBICTIO €KCIOpTa Ha Bupooi;

2) 3a JIOTIOMOTOI0 MPOTPAMHOTO 3a0E3MEUYCHHST 3 KOMILICKTY MOCTaBKM BupoOy 3podutH

HEOOX1AHY KIJTbKICTh KOMiH KJIF04a, KOXKHA 3 SKUX HE Ma€ MOKIUBOCTI €KCIIOPTY;

3) SIKIIO CTBOPIOBATH OLbllie KOMiK HE Oyae MOTPiOHO — 3HHMIIMTH KIHOY 3 MOXKJIHMBICTHO
eKCIOPTY, 1HaKIIe — 3a0e3nednTH Oe3neune 30epiranis BupoOy 3 KiroueM 3 MOXKIIUBICTIO
eKCIOpTY (HAIpUKIIAJ, Y ceii(i BIANOBIIaIbHOI OCOOH).

ITpu renepariii 0cOOMCTUX Ta TAEMHUX KJIFOUYIB KOPUCTYBayi HE MOBUHHI HaJaBaTH J03B1J HA

iX BUKOpUCTaHHA 0e3 aBTeHTH(iKallli 32 BUKIIOUEHHSAM TE€XHOJIOTTYHOI HEeoOX1aHOCTI. Bukmounuit
NepeNiK KII0YiB, sKi JO3BOJIEHO FeHEpYBaTH 3 MOXKJIMBICTIO iX BUKOpHUCTaHHS 0e3 aBTeHTHU(iKaIlil,
Mae OyTH BCTAHOBJICHMI HaKa30M KepiBHUKA OpraHizallii, o excruryatye Bupil.

Oco0ucTi Ta TaeMHI KJIIOYl, y SKUX OUIbIlle HEMae MOTpeOH, TEpPMIH Jii SKUX MUHYB, abo
nepes NPUIIMHEHHSM BHKOpHCTaHHS BupoOy mepen HOro moBepHEHHSM, MalOThb OyTH 3HUIIEHI
KOpHCTYBadeM 3a JONOMOrow BOynoBaHuX y Bupi® 3aco0iB 3 BHUKOPHCTaHHSM IPOrPaMHOTrO
3a0e3neueHHs 3 KOMIUIEKTY 1ocTaBku BupoOy 3rinno HacTaHOBM 110710 €KCIUTyaTyBaHHS.

[Ipu BuBenenHi BupoOy 3 ekcrutyaTamii agMmiHicTpaTop Oe3neKkd Mae BIEBHUTHCH IO BCi
K04l Ta JaHi Ha BupoOi 3HuIIeHi nuisixom Horo ¢GopmMaTyBaHHS Ta BCTaHOBJICHHS BHITaJKOBOTO
MapoJisi KOPUCTYyBaya.
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4. MOPAAOK BUKOPUCTAHHSA KJIIOYOBUX JTAHUX

JIsi BUKOpUCTAaHHS OCOOMCTOro ab0 TaeEMHOIO Kio4a, 10 30epiraeThCs y BOymOBaHii
3axuIeHii mam’sTi BupoOy, KOpucCTyBau aBTOPHU3YETbCS HAa HBOMY LUIIXOM BBEICHHS CBOTO
napoiito. [Ticis mpaBUIbHOTO BBEICHHS IMaposiro Bupib Ta 30epekeHi y HOro maM’sTi KIIF04l MOXKYTh
BUKOPHUCTOBYBATHCS 32 TIPU3HAYCHHSIM.

BBeneHHss mapoisit0 JOCTYIy TOBHUHHO 3IIMCHIOBATUCS Y CHOCIO, IO HE JIOIYCKa€e
O3HAHOMJICHHS 3 HUM CTOPOHHIX OCi0.

[Ticns 3akiHYeHHsT poOOTHM KOPHCTYBad IOBHHECH 3aBEPUIMTH aBTOPU30BAHY CECilO IS
YHEMOJJIMBIICHHS HECAHKI[IOHOBAaHOTO BUKOPUCTAHHS KIIOYIB, 10 30epiraerbcs y BOyIOBaHIN
3axuIleHii mam’ati BupoOy.



